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ADVNP Messages Exchange:  

 
 

Examine IKE messages that are exchanged when an on-demand tunnel is being negotiated: 

 

1. The client behind Spoke A generates traffic for devices located on the Spoke B network. 

2. Spoke A receives the packet, encrypts it, and sends it to the hub. 

3. The hub receives the packet from Spoke A and forwards it to Spoke B. 

4. Spoke B receives the packet, decrypts it, and forwards it to the destination device. 

5. Hub knows that a more direct tunnel option might be available from Spoke A to Spoke B.  

The hub sends a shortcut offer message to Spoke A. 

6. Spoke A acknowledges the shortcut offer by sending a shortcut query to the hub. 

7. The hub forwards the shortcut query message to Spoke B. 

8. Spoke B acknowledges the shortcut query and sends a shortcut reply to the hub. 

9. The hub forwards the shortcut reply to Spoke A. 

10. Spoke A and Spoke B initiate the tunnel IKE negotiation. 
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Diagnose Commands 

diagnose vpn ike gateway flush 

diagnose debug console timestamp enable 

diagnose vpn ike log filter clear 

diagnose vpn ike log filter mdst-addr4 192.168.1.1 192.168.5.1 

diagnose debug application ike -1 

diagnose debug enable 

Stop Diagnose 

diagnose debug reset 
 

 
 

 
 

 
 

 

mailto:ahmadalimsc@gmail.com


 

3 | P a g e  Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717 
 

 

 
 

 
 

 

mailto:ahmadalimsc@gmail.com

